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MODERATOR

Jon Shamah is a graduate of Southampton University, specializing in 
Aeronautics & Astronautics.

Jon is a digital Identity & Trust Subject Matter Expert, specializing in 
maximizing the technology and operational value chain of very large 
scale eID schemes and national eID programmes. 

He is a frequent public speaker on issues surrounding identity and 
Trust and facilitated the ministerial eID workshop in Poznan, Poland 
which directly led to the eIDAS, Trust Services regulations.  Jon was a 
long-term consultant on eID issues to the Nordic Banking and 
Payments Consortium, NETS, and contributes to European Programs 
such as SSEDIC, STORK2.0, ATTPS, FutureID, FutureTrust and LIGHTest. 
Jon is former co-chairman of ITU-T, SG17, Joint Coordination for 
Identity and is a member of the Advisory Board of a number of 
European organizations and projects. 
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Speaker

He joined the European Commission in 1993 and since January 
2006 he is Deputy Head of the Unit "Internet; Network and 
Information Security" in the Information Society and Media 
Directorate-General.

Besides co-managing the Unit, he is in charge of defining and 
implementing the strategies and policies on network and 
information security, critical information infrastructure protection 
and, last but not least, electronic signature. He also coordinates the 
team responsible for the European network and Information 
Agency (ENISA).

Until 2005, he worked in the Information Society Technologies 
Thematic Priority of FP6 with management responsibilities for the 
research activities on security and dependability technologies and 
applications. 
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eIDAS : boosting trust & supporting businesses!

eIDAS

TRUST CONVENIENCE

CROSS-BORDER SEAMLESS



eIDAS ïThe Regulation in a nutshell

2 MAIN CHAPTERS SUBJECT TO DIFFERENT RULES AND REQUIREMENTS

Chapter II

Mutual recognition of
e- identification means

Chapter III

Electronic trust 
services

Å Electronic signatures

Å Electronic seals

Å Time stamping

Å Electronic registered delivery service

ÅWebsite authentication 

Chapter IV 

Electronic Documents



Timeline

2014 2015 2016 2017 2018 2019

17.09.2014
Entry into 
force of the 
eIDAS
Regulation

eSignature 
Directive rules

1.07.2016
Date of application of eIDAS rules for trust services

29.09.2015
Voluntary cross -border 
recognition

29.09.2018
Mandatory cross -
border recognition

26.11.15

eID DSI v.1 eIDAS compliant

eID

Trust 
Services



eIDAS: Key principles for Trust services

The Regulation does not impose 
the use of Trust services

Trust 
services

Technological neutrality

Non - discrimination in 
Courts of eTS vs  paper 
equivalent

Specific legal effects 
associated to qualified 
trust services

Non -mandatory technical 
standards ensuring 
presumption of 
compliance

Transparency and 
accountability

Risk management
approach



Å Liability regime for Q & non - QTSPs (art.13)

Å Liability for damages caused intentionally or negligently

Å Reversal of the burden of the proof only for QTSPs

Å Possible limitations of liability for the use of the service by the TSP 
subject to clear information to customers

Å Applicability of national rules on liability   

Å Recognition of 3rd countries TSPs (art.14)

Å Only through international agreements between the Commission and 
a third country or international organisation

Å Principle of reciprocity

Å Accessibility for persons with disabilities (art.15)
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eIDAS ïGeneral principles for trust services



Å Minimum security requirements + notification of significant security 
breaches by all TSPs (art.19)

Å Specific requirements to be met by QTSPs (art.24): 

Å staff, 

Å trustworthiness of their systems, 

Å liability insurance scheme, 

Å identification of the certificate owner,é

Å Conformity assessment of QTSP (art. 20 & 21): 

Å Ex ante (prior authorisation scheme ïart.21) Č SB may grant the qualified 
status in a given t imeframe Č Inclusion in the Trusted Lists

Å ex post (every 24 months & ad hoc ïart. 19) Č May withdraw the qualified 
status

Å building upon Regulation 765/2008 conformity assessment scheme

eIDAS ïObligations of TSPs



eIDAS ïSupporting tools

Trusted lists for QTSPs and QTSs (art.22 and ID (EU) 2015/1505)

ÅEnsure continuity with the existing TLs established under the Service Directive.
ÅEnsure legal certainty.
ÅFoster interoperability of qualified trust services by facilitating a.o. the validation of e -signatures 

and e -seals. 
ÅAllow citizens, businesses and public administrations to easily get the status of a trust service.

EU trust mark for qualified trust services (art.23 and (EU) 2015/806)

ÅUsage by QTSP after qualified status has been indicated in the TLs
ÅTrustmark indicates in a simple, recognisable, and clear manner the 

qualified status of a trust service
ÅLink to the relevant TL has to be ensured by the QTSP



Å Qualified trust service providers are qualified everywhere in the EU

Å Qualified trust services are qualified everywhere in the EU 

Å Art 4 - internal market principle Ą a qualified trust service based on a 

qualified certificate issued in one Member State shall be recognised as a 
qualified trust service in all other Member States.

Å Art 25.3 Ą QeSig is a QeSig in all MS

Å Art 35.3 Ą QeSeal is a QeSeal in all MS

Å Art 41.3 Ą QtimeStamp is a QtimeStamp in all MS
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eIDAS ïQTS and QTSPs

Questions & Answers on Trust Services under eIDAS
Å Help understand the legal framework on trust services
Å Regularly updated

https://ec.europa.eu/digital-single-market/en/news/questions-answers-trust-services-under-eidas


eIDAS: Key principles for eID

13 *The Regulation does not impose the use of eID

Sovereignty of MS to use or introduce means for eID

Mandatory cross - border recognition only to access public services 

Principle of reciprocity relying on defined levels of assurance

Interoperability framework

Cooperation between Member States  

Full autonomy for private sector  

eID



Where does eIDAS have an impact? 
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UMM&DS
Uniform User Management and Digital Signatures

eHGI
eHealth Governance Initiative

ECI
European Citizens' Initiative

ESSN
European Social Security Number

SUP
Directive on single -member private limited liability companies

PSD2
Revised Directive on Payment Services 

AML5
5th Anti -Money Laundering Directive



An exemple : the financial sector

Å On 27 November Ą adoption of Delegated Regulation on Regulatory Technical Standards (RTS) on strong

customer authentication and common and secure communication

Å reference is made to both eIDAS notified eID means and trust services .

Å eIDAS notified eID means Ą possible solution for strong customer authentication

Å Qualified electronic seals or qualified website authentication certificates mandatory for the
communication between payment providers .

Å On 14 December Ą adoption of Commission Decision C(2017 ) 8405 final setting up the Commission expert

group on electronic identification and remote Know -Your -Customer processes

Å Jointly managed by DG CNECT, DG FISMA and DG JUST

Å composed of up to 36 members comprising regulators, supervisors, identity experts, financial
institutions and consumer organisations Ą Call for applications closed on 26 .01

Å explore how to facilitate the cross - border use of eID and KYC portability based on identification and
authentication tools under eIDAS to enable financial institutions to identify customers digitally for on -
boarding purposes

Å On 20 December Ą political agreement on revised text of the Anti -Money Laundering Directive (AMLD 5)

Å explicit reference to eIDAS notified eID means as a possible way to fulfil Know - Your -
Customer/Customer Due Diligence requirements for non - face - to - face interactions

https://ec.europa.eu/transparency/regdoc/rep/3/2017/EN/C-2017-7782-F1-EN-MAIN-PART-1.PDF
http://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetailDoc&id=36277&no=1
http://europa.eu/rapid/press-release_IP-17-1732_en.htm


eID schemes notified

Germany

National ID card

40.000.000 
registered users

20.02.2017

ÅOn 23 August 2017, DE eID 
formally notified ïPublished 
to OJEU on 26.9.2017!

ÅA milestone towards 
establishing eID and trust 
services in Europe achieved! 

é. and ITALY pre -

notified its private -sector 

led scheme SPID on 

24.11.2017 !
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For further information and feedback

Web page on eIDAS
http://ec.europa.eu/digital -
agenda/en/trust -services -and -eid

eIDAS Observatory
https://ec.europa.eu/futurium/en/eida
s-observatory

Text of eIDAS Regulation in all 
languages
http://europa.eu/!ux73KG

Connecting Europe Facility ï
Catalogue of Building Blocks
https://ec.europa.eu/cefdigital

eIDAS twitter account
@EU_eIDAS

Andrea Servida
DG CONNECT, European Commission
Unit " eGovernment & Trust"
Andrea.servida@ec.europa.eu
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Craig serves enterprise architecture and business process 
professionals. He is an internationally recognized expert in 
helping companies transform from manual and analog 
processes to the mobile, digital, and cognitive world.

His technology coverage areas include robotic process 
automation and the emerging digital workforce, AI solutions in 
financial services, and potential workforce disruption due to 
these technologies.

Prolific writer and speaker, Craig authored How To Succeed In 
The Enterprise Software Market and has been quoted in The 
Wall Street Journal, USA Today, Forbes, and many other 
publications and media outlets. Education Craig earned a B.S. 
in economics from Georgetown University and an MBA from 
George Washington University
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The Disruptive Power Of eIDAS

How the new EU Regulation accelerates digital transformation and 
creates opportunities

Craig Le Clair , VP & Principal Analyst, Forrester

January 30, 2018
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Empowered Customers Open The Door 
For Disruption 

Age of manufacturing

Mass manufacturing 

makes industrial 

powerhouses successful

ÅFord

ÅBoeing

ÅGE

ÅRCA

Age of distribution

Global connections and 

transportation systems 

make distribution key

ÅWal-Mart

ÅToyota

ÅP&G

ÅUPS

Age of information

Connected PCs and supply 

chains mean those that 

control information flow 

dominate

ÅAmazon

ÅGoogle

ÅComcast

ÅCapital One

Age of the customer

Empowered buyers 

demand a new level of 

customer obsession

ÅMacyôs

ÅSalesforce.com

ÅUSAA

ÅAmazon
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Digital Transformation Can Start Today With Available Technologies 
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Reviewed 25 E-Signature Production Implementations 

ýDigital Trends - Ease Of Implementation 
Drive E-signature Adoption 

ýCustomer-facing Processes Remains Hot

ýThe European Market Shows Promise
ÅEidas Will Foster Use Of Electronic Signatures 

Across Borders Within The EU. 
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SaaS Solutions Are Making Implementation Faster.

ýMore than 65% of Forrester inquiries on e-signature are from 

enterprises that have opted for software-as-a-service (SaaS). 

ýImplementations range from an average of nine months for larger 

enterprises, 5.5 for medium-sized, and 2.3 for small businesses. 

ýBrowser incompatibility, integration with core systems, signature 

pad support, diverse signing solutions, and user training were cited 

as challenges. 
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Business Metrics Remain Strong, But Customer 
Experience Is A Key Success Criterion.

ýEighty percent error reduction, 85% productivity improvement, bank 

accounts being opened in just eight minutes, and 22,000 staff hours saved 

annually are some of the top business results

ýA better audit process, reduced instances of fraud, and higher visibility into 

what has been signed all added to the value received. 

ýBut customer perception outweighs these efficiencies as a benefit in the 

eyes of businesses. 
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E-Signature Workflow Has Many Touchpoints 
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E- signature Use Cases Have Different Characteristics

Global Energy

Global Bank




